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Mass General Brigham Notice of Privacy Practices

Your Information.
Your Rights.
Our Responsibilities.

This Notice describes how medical information
about you may be used and disclosed and how
you can get access to this information.

Please review it carefully.

The words “Mass General Brigham” in this Notice describes the privacy practices of Mass General Brigham
Incorporated and its designated affiliated entities. A list of the organizations that this Notice applies to can be
found on our website at www.massgeneralbrigham.org/PatientPrivacyNotice.

This Notice also applies to private doctors who are on the medical staff of these organizations if they see you
at a Mass General Brigham site (they will give you their own Notice if they see you in their private office).

ourRights [

When it comes to your health information, you have certain rights. This section explains your rights and some
of our responsibilities to help you.

Get an electronic or * You can ask to see or get an electronic or paper copy of your medical
paper copy of your record and other health information we have about you. You may
medical record also ask for your test results directly from the labs where your tests are

done. Ask us how to do this.

e We will provide a copy or a summary of your health information,
usually within 30 days of your request. We may charge a reasonable,
cost-based fee.

¢ If your request is denied, we will explain the reasons, and tell you
what your rights are.

Request confidential *  You can ask us to contact you in a specific way (for example, home or
communications office phone) or to send mail to a different address. We will say “yes”
to all reasonable requests.
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Ask us to limit
what we use
or share

You can ask us not to use or share (outside of Mass General Brigham) certain
health information for treatment, payment, or our operations.

¢ We are not required to agree to your request,
and we have the option to say “no.”

If you pay for a service or health care item out-of-pocket in full, you have
the right to ask us not to share that information for the purpose of payment
or our operations with your health insurer.

Choose someone
to act for you

If you are unable to make health care decisions for yourself, and have given
someone medical power of attorney or if someone is your legal guardian, that
person can exercise your rights and make choices about your health information.

We will make sure the person has this authority and can act for you before we
allow them to make decisions for you.

Get a list of those
with whom we’ve
shared information
(outside of Mass

You can ask for a list (accounting) of the times we have shared your health
information during the six years prior to the date you request an accounting.
We will respond to your request within 60 days.

We will include all the disclosures except for those about treatment, payment,

General Brigham) and health care operations, and certain other disclosures (such as any you asked
us to make). We will provide one accounting per year for free but will charge
a reasonable, cost-based fee if you ask for another one within 12 months.

Get a copy of this You can ask for a paper copy of this Notice at any time, even if you have agreed to

Privacy Notice

receive the Notice electronically. We will promptly provide you with a paper copy.

Ask us to correct your

medical record

You can ask us to correct health or billing information about you that you think
is incorrect or incomplete. Ask us how to do this.

We may say “no” to your request, for example, if your provider feels that the
information currently in your record is complete and accurate. If we deny your
request, we'll tell you why in writing within 60 days.

If we agree to your request, we will ask you to give us the names of the people
you want to receive the corrected information.

File a complaint if

you feel your privacy

rights are violated

You can complain if you feel we have violated your privacy rights by contacting
the Mass General Brigham Privacy Office through its Compliance HelpLine
at 1-800-856-1983 or www.massgeneralbrigham.org/complianceline.

You can file a complaint with the U.S. Department of Health and Human Services
Office for Civil Rights by sending a letter to ].F. Kennedy Federal Building —
Room 1875, Boston, MA 02203, or by calling 800-368-1019, 800-537-7697 (TDD),

or visiting www.hhs.gov/hipaa/filing-a-complaint/.

We will not retaliate against you for filing a complaint.
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ourChoices [

For certain health information, you can tell us your choices about what we share. If you have a clear preference
for how we share your information in the situations described below, talk to us. Tell us what you want us to do,
and we will follow your instructions. We will treat you the same no matter what choices you make.

In these cases, you have e Share information with your family, close friends, or others involved in your care.

the right and choice to

Share information in a disaster relief situation.
tell us to:

¢ Include your information in a hospital directory (information desk). If you are
admitted to the hospital, your name, room location, general condition, and
religion may be listed in that hospital’s directory. This will be shared with
members of your family, friends, members of the clergy, and to others who ask
for you by name. You may ask to have your name taken off the directory list.

e We may use your information for fundraising to support Mass General Brigham
and its missions of excellence, but you can tell us not to contact you again.
Information we may use is limited to demographic or other information allowed
by law (such as name, address, telephone number or e-mail information, age, date
of birth, gender, health insurance status, dates of service, department of service
information, treating physician information, or outcome information).

If you are not able to tell us your preference — for example, if you are unconscious, we may go
ahead and share your information if we believe it is in your best interest. We may also share
your information when needed to lessen a serious and imminent threat to health or safety.

In these cases we never * Marketing purposes.
share your information
unless you give us
written permission:

¢ Sale of your information.

Our Uses and Disclosures

How do we typically use or share your health information?
We have developed a shared electronic medical record for patient care that is used by:

e All of the Mass General Brigham member organizations (e.g., hospitals, outpatient clinics) and health
care providers, and

 Certain other hospitals that are not members of Mass General Brigham, such as Dana-Farber Cancer
Institute (DFCI), outpatient centers, and community physicians.
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Mass General Brigham participates in health information exchanges (HIEs), including the Massachusetts Health
Information Highway (Mass HIway), and uses HIEs as a method to share, request, and receive electronic health
information with other health care organizations. For questions, or if you want to opt out of sharing your information
using the Mass HIway, contact the Mass General Brigham Privacy Office through its Compliance HelpLine at
1-800-856-1983 or www.massgeneralbrigham.org/complianceline.

We typically use or share your health information in the following ways:

Treat you e We can use your health information and Example: Your Specialist may
share it with other professionals who discuss your condition and
are treating you both inside and outside treatment ?U?th your Primary
of Mass General Brigham. Care Physician.

Run our e We can use and share your health Example: We use health

organization information to run our hospitals or information about you for
physician practices, improve your care, monitoring quality of care and

and contact you when necessary. teaching health care professionals.

Bill for your e We can use and share your health Example: We give information
services information to bill and get payment about you to your health
from health plans or other entities. insurance plan so it will pay

for your services.

Contact you Mass General Brigham may use your health Example: We may contact
information to contact you: you about scheduled or
cancelled appointments,
e At the address and telephone numbers you registration/insurance updates,

billing or payment matters,
pre-procedure assessment,
satisfaction surveys, or test results.

give to us including leaving messages at the
telephone numbers

e With information about patient care issues,
treatment choices, and follow-up care
instructions

e With information that may be of interest
to you which describes a health-related
product or service that we provide

e At the e-mail address or other contact
information you provide to assist us in
activities described in this Notice
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How else can we use or share your health information? We are allowed or required to share your information
without your authorization in other ways — usually in ways that contribute to the public good, such as public
health and research. We have to meet many conditions in the law before we can share your information for these
purposes. The following are examples of how we may share information without your authorization:

Help with public health
and safety issues

We can share health information about you for certain situations such as:

Preventing disease

Helping with product recalls

Reporting adverse reactions to medications

Reporting suspected abuse, neglect, or domestic violence

Preventing or reducing a serious threat to anyone’s health or safety

Perform research

We can share health information about you for research that is approved by a
Mass General Brigham Research Committee or its designee when written permission
is not required by federal or state law. This also may include preparing for
research or telling you about research studies in which you might be interested.

Comply with the law

We will share information about you if state or federal laws require it, including
with the Department of Health and Human Services if it wants to see that we are
complying with federal privacy law.

Respond to organ and
tissue donation requests

We can share health information about you with organ procurement organizations.

Work with a medical
examiner or funeral
director

We can share health information with a coroner, medical examiner, or funeral
director when an individual dies.

Address workers’
compensation, law
enforcement, and other
government requests

We can use or share health information about you:

For workers” compensation claims

For law enforcement purposes under specific conditions such as reporting
when someone is the victim of a crime

With health oversight agencies for activities authorized by law

For special government functions such as military, national security, and
presidential protective services

Respond to lawsuits and
legal actions

We can share health information about you in response to a court or
administrative order, or in response to a subpoena.

For more information, see:

www.hhs.gov/hipaa/for-individuals/index.html

Mass General Brigham Notice of Privacy Practices

Not Part of the Legal Health Record Page 5 of 11



When do we need your written permission before sharing your health information? We will not share your
health information for other purposes not described in this Notice unless you give us your written permission.
We are also restricted by state and other federal laws from sharing without your written permission certain types
of health information that is considered highly sensitive.

Generally, we will ask for Records of treatment received at federally funded substance use disorder programs
your consent before we

share certain sensitive

information such as: e HIV testing or test results

Certain psychotherapy documentation

e Genetic information

e Confidential communications with a Licensed Social Worker

e Records from a Domestic Violence Victims Counselor or Sexual Assault Counselor
Laws that protect this information do have many exceptions. For instance, we may

share your health information without your consent if necessary to report suspected
child or elder abuse or neglect, and for other purposes as allowed by law.

You may cancel an authorization or consent at any time in writing or, in certain limited situations, orally, except
if we have already relied upon it. For example, if we already shared your health information with someone whom
you previously gave us written permission, we cannot get it back.

Our Responsibilities

* We are required by law to maintain the privacy and security of your protected health information.

* We will let you know promptly if a breach occurs that may have compromised the privacy or security of
your information.

* We must follow the duties and privacy practices described in this Notice and offer you a copy of it.

* We will not use or share your information other than as described here unless you tell us we can in writing.
If you tell us we can, you may change your mind at any time. Let us know in writing if you change your mind.

* We maintain hospital medical records for at least 20 years after your discharge or after your final treatment;
other records are maintained in accordance with state and federal regulations. A copy of the Mass General
Brigham Retention Schedule for Clinical Records is available upon request.

For more information see:
www.hhs.gov/hipaa/for-individuals/notice-privacy-practices/index.html.

Mass General Brigham Notice of Privacy Practices Not Part of the Legal Health Record Page 6 of 11



HIPAA expressly allows using health information to create de-identified information. The privacy principles
described above do not apply to de-identified information. Health information is considered de-identified if (i) it
does not identify an individual and (ii) there is no reasonable basis to believe it can be used to identify an
individual. HIPAA does not restrict the use or disclosure of de-identified information. It is the practice of Mass
General Brigham to use and/or disclose de-identified information where doing so is consistent with the role of an
academic medical center engaged in biomedical research and education.

How do we use de-identified information? We use de-identified information to support our patient care,
biomedical research and education activities, some of which are conducted in collaboration with other academic
institutions, foundations, organizations, government agencies, and commercial entities here in the U.S. and
internationally. The de-identified information is also used to help us improve treatment options, reduce costs of
care, improve administration of our health care operations, and advance public health initiatives.

Changes to the Terms of This Notice

We can change the terms of this Notice, and the changes will apply to all information we have about you.
The new Notice will be available upon request in registration areas, on our web site at
www.massgeneralbrigham.org/PatientPrivacyNotice, or you can request a copy by contacting

the Mass General Brigham Privacy Office through its Compliance HelpLine at 1-800-856-1983 or
www.massgeneralbrigham.org/complianceline.

EFFECTIVE DATE OF THIS NOTICE
This Notice is effective as of July 14, 2022.
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Notice Informing Individuals About Nondiscrimination and Accessibility
Requirements and Nondiscrimination Statement:

Discrimination is Against the Law

Mass General Brigham complies with applicable Federal civil rights laws and does not discriminate on the basis of
race, color, national origin, citizenship, alienage, religion, creed, sex, pregnancy, sexual orientation, gender identity,
age, or disability. Mass General Brigham does not exclude people or treat them differently because of race, color,
national origin, citizenship, alienage, religion, creed, sex, pregnancy, sexual orientation, gender identity, age,

or disability.

Mass General Brigham members:

e Provide free aids and services to people with disabilities to communicate effectively with us, such as:
* Qualified sign language interpreters
e Written information in other formats (large print, audio, accessible electronic formats, other formats)

¢ Provide free language services to people whose primary language is not English, such as:
* Qualified interpreters
¢ Information written in other languages

If you need these services, contact the Civil Rights Coordinator for the site involved
(see listing at www.massgeneralbrigham.org/CivilRightsCoordinators).

If you believe that a Mass General Brigham entity has failed to provide these services or discriminated in another
way on the basis of race, color, national origin, citizenship, alienage, religion, creed, sex, pregnancy, sexual
orientation, gender identity, age, or disability, you can file a grievance with the site Civil Rights Coordinator in
person or by mail or fax, using the information at https://www.massgeneralbrigham.org/notices/non-discrimination.
If you need help filing a grievance, the site Civil Rights Coordinator is available to help you, or you may contact
our Compliance HelpLine at 1-800-856-1983 or www.massgeneralbrigham.org/complianceline.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil
Rights (OCR), electronically through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/smartscreen/main.jsf or by mail or phone at:

U.S. Department of Health and Human Services

200 Independence Avenue, SW Room 509F, HHH Building
Washington, D.C. 20201

1-800-368-1019, 800-537-7697 (TDD)

Or by contacting the OCR New England Regional Office at:

Office for Civil Rights

U.S. Department of Health and Human Services
Government Center

J.F. Kennedy Federal Building - Room 1875
Boston, MA 02203

1-800-368-1019, 800-537-7697 (TDD)

Complaint forms are available at:

www.hhs.gov/hipaa/filing-a-complaint/index.html.
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Interpreter Services

ATTENTION: Language assistance services, free of charge are available to you. Please let us
know your primary language and we will have an interpreter available to assist with your care.

Albanian/ VINI RE: Nése flisni shqip, atéheré do t’ju vihen né dispozicion pa pagesé shérbime té ndihmés

Shqip gjuhésore. Ju lutemi té na vini né dijeni pér gjuhén tuaj kryesore dhe ne do t’ju vémé né dispozicion
njé pérkthyes gojor pér t'ju ndihmuar gjaté kohés qé ju ofrohet kujdesi.

Ambharic/ TAANL: ATICT 7% 291574 hPTE NG 12 P01 PR 7R £0& AT LPCOHAPIA:: AQNDP P8,

h7ICE LAOETS NhhIPTP O LTLLNNP AdHCATL AGTHIBNT:

Arabic/ o s s Al clind e e DUl oy Ul a0 a0 4 galll aclsall cladss 58 655 gyl Aalll oo i€ 13 s

an Al Agle U Sl U 8 lisebual o e 5y

Armenian/ NrTU M NRE8NPU Gph nnip fununid tp huykpkl, (Eqyh wowljgdwb swnwnipniutbpp,

huykpkl wtydwp, hwuwubh ihukt dkq hwdwp: unpnud Bup Ukq mbtinyul] ywhb) dkp wnwetiwghu
ltqyh dwuht, b dkup fupudwnpbiup pupguwihs, npp upnn k dkq oqukby:

Bengali/ TG T2IC- 191 Wiel: ST 27T QILETE F2AT TETel OIREC AI[TETC S5 O FZIEST T ST S|

IRl SIIO[RIT T ST SR SRNLUNF S S @<L S9N QA A DN AR Gre{

T AFG TR I T

Cape Verdean

ATENSON: Si bu ta papia Kriolu di Kabuverdi, nu ten sirbisu di asisténsia di lingua di grasa pa bo. Pur

Creole/ favor, informa-nu bu lingua maternu y nu to providensia un tradutor pa da-bu asisténsia ku bu
Kriolu di konsulta 6 tratamentu.
Kabuverdi
Chinese/ FE: WREU S, BATOERA AR TE SRS . EE5MBNENEEES, &
D SR AL 53 7 B A TS (B TR S T

Cantonese Mandarin Toisanese Taiwanese/Fukienese

FEREE | BEE | AWEE | SRR/ AR
Dinka DETTIC: Na ye jam né Thuanjan (Dinka), ke ku33ny de kak ke thok, abac, at3 né yin.
(Nilotic)/ Cok wuak nyic thon du3n yin jam ku bi nan raan wéér thok bi t3 bi yin kusony né mu33k du.
Thuanjan
French/ ATTENTION : Si vous parlez francais, nous vous offrons nos services d’aide linguistique gratuits.
Francais Indiquez-nous quelle est votre langue de préférence et nous mettrons a votre disposition un

interprete pour vous aider avec vos soins de santé.

French Creole
(Haitian Creole)
Kreyol Ayisyen

ATANSYON: Si ou pale Kreyol Ayisyen, w ap jwenn sevis asistans nan lang ou pale a, gratis. Tanpri, fe
nou konnen kisa lang natifnatal ou ye e n ap ba w yon entéprét ki pou ede w avék swen w.

German/ HINWEIS: Wenn Sie Deutsche sprechen, stehen Ihnen sprachliche Unterstltzungsdienste kostenlos

Deutsch zur Verfigung. Bitte teilen Sie uns lhre primare Sprache mit, und wir halten einen Dolmetscher
bereit, der sich lhrer Sorgen/Bedenken annimmt.

Greek/ MPOZOXH: Av piAdte EAANVIKA, oag mapexou e Swpedv UTtnPEecieg YAWOOLKAG UTIOOTAPLENG.

EAANVIKQ EvnuepwoTe pag yla va €xete otn dtabeon oag dlepunvéa otn yAwooo 6og.

Gujarati/ £l SUUL: 611 AR ASYRUAL BUAAL Gl dl, BUML ASIA AAA, [A:9e5, AHIRL HIZ GUasd, €9, sUl 521 244 dHIZL

Aol WA[HS GLML oY RLUAL 21 2441 215 LN Guaos s21dle oy AlsA1s vl dHiLl A 524,
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Hebrew/ X1 .nINN X977 0'o10nn ,0MIYY DTV MW NIRN'Y7 17210 ,0°72Y DDA DNK DX (27 D'YY7 X)

Ny .02%7 Y07 N'Y/jnanimn 0o 7901 1INIXI DI7YW NNMR'YA NOWA 'nn 117 YrTIng
Hindi/ AT < T AT ghal arad g, a7 1T AT AT AT {10, T80 ST gl FIIT H TI1
Bkl RTAHT ATOT S0 3f¥ 0 AT <@HTe § TgTAdT ¥ & A0 Ueh HTIAT ITAGL FHLTu|
Hmong/ LUS TSHAJ TAWM: Yog koj hais lus Hmoob, cov kev pab cuam txhais lus, muaj pub dawb rau koj. Thov
Hmoob ghia koj thawj hom lus hais rau peb paub thiab peb yuav muaj ib tug kws pab txhais lus los pab nrog
kev saib xyuas ko
Indonesian/ PERHATIAN: Jika Anda berbahasa Indonesia, tersedia layanan bantuan bahasa bebas biaya. Harap
Bahasa beri tahukan bahasa utama Anda dan kami akan menyediakan juru bahasa yang akan membantu
Indonesia Anda.
Italian/ ATTENZIONE: Se parli italiano, ti offriamo i nostri servizi gratuiti di assistenza linguistica. Dicci qual’e
Italiano la tua lingua madre e metteremo a tua disposizione un interprete che ti aiuti con I'assistenza medica.

Japanese/ ER . BARBZHE NG BHOSHEIEY —EXZITFRAITENTT,

BHAR:E HE-O—REBERTCALLESWN, T 7OBIZEFEVWT 2ERECAHENLET,
Khmer, AT Lﬁmsmﬁﬁsmmmm g7 fig tﬁ”gﬁmfmé’%ﬁmsgn}gsunﬁgmmmﬁﬁﬁﬁ‘igﬂ h;ﬁLm{mﬁuﬁﬁmmﬁﬁﬁJﬁ
Cambodian/ . R ; . L.

manigs wasgn i mtiaSns g ssnuniumani fiduy wywmds uain

Korean/ Zhar: ko] AREALS| g Ao A AMB|AE FFREE AR 7 dsUYT FEke]
=ty A& Ay FAIH Aste] Aol Aujz=d U3 Eus = S9AE vtds sy
Laotian/ TVIBCIO: ) MW WO MWIFIN0, U1 IWFII0LY MIVL D Ny 0

WIIJ1990

O 80 MWWITNO0OL  (IOO 9. NTD |, VACH JUINWIZIO DO 289N I CI¥
WONCS 99¥8 QD IVEUWITICW 8097 08U IWLWNIVO AL YN .

Nepali/ T e ofR quTE FuTelt AToT Sredgee T, TATEHRT AR qroTaFa=e] TEraar dar B

Tt SUe Bl FAAT TUTSHT STATHE ATIATL FTHIATE TATST@ [ AT AT T HAT-STATCHT TrIaT
T3 ZTHT TUTSATS U IIATH ITsel TSR |

Oromo HUBADHAA: Yoo Afaan dubbattu itti galchi dubbata ta’e, tajaajilawwan gargaarsa faanii, kaffaltii irra

(Cushite)/ bilisaa, siif kennamu. Afaan jalgabaa kee nu beeksisiitii ogeessa hiika afaanii kunuunsa kee irratti

oromiffaa sigargaaru ni qopheessina.

Polish/ UWAGA: dla uzytkownikdéw jezyka polskiego dostepna jest bezptatna pomoc jezykowa. Prosze podaé

Jezyk polski swoj jezyk ojczysty, abysmy mogli zapewnic Panstwu wsparcie ttumacza ustnego.

Portuguese/ ATENCAO: se vocé fala portugués, os servicos de suporte ao idioma estdo disponiveis gratuitamente

Portugués para vocé. Informe-nos qual é o seu idioma e nds providenciaremos um intérprete disponivel para
ajuda-lo.
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Rundi (Bantu)/
Ikirundi

MENYA NEZA: Niwaba uvuga lkirundi, dutanga ubufasha mu bijanye n’ivy’indimi, kandi ku buntu.
Tubwire ururimi kavukire rvawe hanyuma tukuronderere umusobanuzi w’indimi.

Russian/ BHUMAHWE! Ecnum Bbl roBOPUTE NO-PYCCKU, TO MOXKETE BOCMO/1b30BaTLCA BeCNAaTHbIMK YCAYyramm

Pycckuin A3bIKOBOM NoaaepKKku. CoobumTe, KaKon A3bIK ABAAETCA A1A BaC POAHbLIM, U Mbl NPeA0CTaBUM BaM
nepeBoAuMKa.

Serbo- PAZNJA: Ako govorite srpski/hrvatski, besplatno vam je dostupna usluga pomodi u vezi sa

Croatian/ jezikom. Recite nam koji je vas primarni jezik i obezbedi¢emo prevodioca koji ée pomocdi u vezi sa

Srpski/hrvatski | vasom negom.

Somali/ FIIRO GAAR AH: Haddii aad ku hadashid Soomaali, adeegyada caawinta luugada, bilaash ah, waa

Soomaali laguu heli karaa adiga. Fadlan nasoo ogeysii luugadaada koowaad oo waxaan heleynaa turjumaano
badan oo la heli karo oo kugu caawiyaa daryeelkaaga.

Spanish/ ATENCION: Si usted habla espafiol, tenemos servicios de asistencia lingiiistica gratuitos a su

Espafiol disposicion. Déjenos saber cual es su idioma nativo y le brindaremos un intérprete para asistirle con
sus cuidados de salud.

Swabhili/ KUMBUKA: Ikiwa unazungumza Kiswahili, huduma za usaidizi wa lugha, bila malipo, zinapatikana kwa

Kiswahili ajili yako. Tafadhali tujulishe lugha yako msingi na tutakupatia mkalimani atakayekusaidia katika
mahitaji yako.

Tagalog/ PAUNAWA: Kung Tagalog ang inyong wika, may maaari kayong kuning mga libreng serbisyo ng tulong

Tagalog sa wika. Pakisabi sa amin kung ano ang pangunahin ninyong wika at maglalaan kami ng interpreter
upang tumulong sa inyong pangangalaga.

Thai/ Tsansu: aaudnsaladusnaishhatndasiunaelaws .

s lne mnaayaElneg Tdsaudvnmvanaasnalvisnnauuazinazdaiadiandalunisqua
AAIA

Urdu/ Soluiy waul Loy al S ol .om gb&@)&ﬁoolobu\sb.\ougoub)',:gjét,__,ligiu:ycﬂygbﬂ t__.,JI_S|ZUgb/s>_33

Vietnamese/
Tiéng Viét

CHU Y: N&u quy vi ndi Tiéng Viét, c6 san cac dich vu hd trg ngén ngit mién phi danh cho quy vi. Vui
Idng cho chuing toi biét ngdn ngtt chinh clia quy vi, ching téi sé& cung cap mdt thdng dich vién ho tro
dich vu cham séc cta quy vi.
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